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Hacking the iPhone
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Just how vulnerable is your iPhone if someone wants to intercept your email or

record 3
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Some of the breakthrough
features of Apple's iPhone
are already offered by
competing devices. But
that won't stop us from
lusting for one.
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rour conversations? Pretty vulnerable.

While researching FasT coMpant's December/January
cover story I ran across a startling claim: some computer
security professionals were boasting that they could turn
an iPhone into a piece of spyware that can intercept a
target's voice mail and e-mail, hijack its Safari browser,
and even surreptitiously record conversations, all without
the owner's knowledge. H D Moore, Director of Security
Research for BreakingPoint Systems, even posted a
detailed primer. Given Apple's own marketing, which
boasts that Macs are more secure -- and more virus-
resistant -- than PCs, the fact the iPhone could be hacked
seemed newsworthy.

Of course, the Web is rife with braggadocio, and just
because a few computer engineers could gin up an obscure
software exploit or two didn't mean anyone had actually
unleashed any. Still, my editors and I wondered just how
vulnerable is the "Jesus Phone" to an unscrupulous
hacker? Could it really be turned into a tool of espionage?
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Adobe releases Flash for Mac beta with GPU acceleration

Hot Stories

macnn news

Sec. expert: Apple's iPhone security claims 'exaggerated’
updated 11:55am EST,F

Decries iPhone sandboxing

The iPhone is not as secure as Apple would

like people to believe, claims a software

engineer and security specialist, Nicolas Seriot. Speaking at this week's Black Hat Confere
Arlington, Virginia, Seriot commented that while the iPhone OS theoretically sandboxes ap
restrict data access, the rules in place are "way too loose." Apple should not be claiming th
cannot access data from another, he emphasized.

Proof of the vulnerability is said to lie with several apps, such as Aurora Feint and mogoRo
were initially approved by Apple yet quietly stole phone and e-mail contacts before eventu
blocked from the App Store. Apple's review process can and does miss security problems,
pointed out, and vulnerabilities may only get worse given the increasing appeal of the iPhc
for hackers and criminals. Devices can become still more exposed when jailbroken.

A demonstration app created by Seriot, SpyPhone, is said to reveal e-mail addresses, user
Safari and YouTube searches and server information, although not the password. When ar
connects to Wi-Fi the app can also learn which networks a device connects to, a person's |
number, and the last call made. Most severe may be location info, which can be pulled fron
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Cyber-criminals target mobile banking

TowerGroup research predicts an explosion of mobile malware
during 2007

Smartphones are the
target of Malware
attacks

Robert Jaques
vhunet.com, 22 Jan 2007

IT managers must extend existing
malware and virus security intiatives
to include mobile phones

Cyhber-criminals and identity thieves will turn their attention to mohile banking and payment initiatives
during 2007, experts warned today.

TowerGroup noted that, while most mobile phones are potential targets, smartphones and wireless
PDAs are "particularly attractive” to fraudsters given their capabilities to support PC-like applications
including weh browsing and instant messaging.




DESKTOP - SMARTPHONE
INTEGRATION

Run Desktop
Applications on

Smartphones

Enable Live Migration

Additional Security
Concerns




VISION

Common framework for applications to be
- Platform Independent

- Secure and Isolated




DESIGN PRINCIPLES

Isolation

- Separate address space

- Virtualization abstractions protect resources
Integration

- Usability is important

- Add to the existing device experience
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EXISTING SOLUTIONS

VMWare MVP, OKL4 - Type 1 Hypervisors

- Do not integrate with the host OS, but rather
replace and contain it.

KVM, Xen on ARM - Work in progress

- Dual-boot the OS or require disabling the phone’s
existing runtime stack.
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QEMU
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WHY NOT QEMU

Kernel Boot up time in QEMU

Palm Pre
Cortex - A8
256 MB RAM

Android
ARM-1136]S
128 MB RAM

Basic ARM kernel

52 seconds

154 seconds

Debian ARM
kernel

19 min 46s

Crashes during
boot

TTY-Linux-1486

>30 min

Crashes during
boot




KVM/XEN
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LINUX CONTAINERS
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RESULTS

Stock Kernel

Modified
Kernel

Inside a
container

gcc - apache

1239s

1232s

Prime Number
Test

unzip




DESIGN

4 N
Native Mobile
Apps
\ y And Window

Manager

X-Server

Hypervisor { VM Controller ]\

Mobile Device OS
ARM




X-SERVER

Traditional GUI protocol for Linux
Platform independent

Integration




XORG ON

Contributed Xorg port

to Palm Pre Community
www.webos-internals.org
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CONCLUSION

Secure and Portable applications are the future

Linux Containers and X11 provide the necessary
framework

Future Work:
- Live Migration using xpra
- Linux containers - 2.6.33

Public Git Repo: http://wdtz.org/cs523



http://wdtz.org/cs523
http://wdtz.org/cs523

QUESTIONS




XORG SCREENSHOT

.
Ei

Help

o About: - Iceweasel -8 X

Edt View History Bookmarks Tools

ﬁ ‘|§| about:

v | [Gv |-

XChat: root_ @ FreeNode / #webos-internals (+cnt)

XChat View Server Settings Window Help

¥ freenode [Discussion about webOS internals (not webOS SDK usage | 1 ops, 155 t«

o Google - Iceweasel

Edit View History Bookmarks Tools

-
File

& v

z Graphics
Settings

System Tools

{500gle

>

C

‘\R

Accessories

Run

[
m Logout

> a Pidgin Internet Messenger

Al
e

Qv
P4 XChat IRC

Help

b.‘ http:/fwww.c

-

¥% Iceweasel Web Browser

—

[

¥% Google - lcewea...J

srch | | I'm Feelina Lucl&.

-ChanSery-
»

egaudet_work
root

dthought

Patches: http://patches.webos-internals. t:J
org/

Topic for #webos-internals set by
dBsooner! ~dBsooneraunaffiliated/ dbsooner
at Sun Feb 28 04:42:54 2010
[#webos-1nternals] -

#webos-1nternals
chttp://www.webos-1internals. org/
halfhalo T480 (~halfhalo_acpe-76-95-102-
129.socal. res. rr.com) has joined

#webos-internals

commute ti#, bbl

smle, screenie time

well, the quake thats existing is

software rendering...

ChanServ
asedeno_wi
Bartman00
bpadalino|w
dBsooner
dtzwill
egaudet
EvanDotPr
infobot

jacques

» bafenvamar




CONTAINERS
SCREENSHOT
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